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1. General requirements
	The proposed telecommunications service gateways (2 pcs.) should work online with encryptions keys from ID Quantique's quantum key exchange platform. The applicant must offer an equipment and software that provides a site-to-site VPN IPSec communication channel for the exchange of quantum encrypted data, including the possibility to upgrade delivered solution for use with one or more NIST-recognized PQC encryption algorithms in IPSec protocol.

Devices, their components and software must comply with 28.07.2015. Cabinet of Ministers regulations No. 442 "The procedure for ensuring compliance of information and communication technology systems with the minimum security requirements".



2. Requirements for the equipment
	Description of requirements

	Description of the offer

	A two identical devices for information exchange encrypted with QKD keys in site-to-site VPN IPSec channel – Juniper SRX1500 (or equivalent*) with  at least  8×1 GbE and 4×10 GbE (SFP+) on-board ports, 1×AC PSU and at least 100 GB SSD with redundant power supply, fan & battery, 1U, rack mountable, with bandwidth licenses of 10 GbE SPF+ fibre interfaces to other switches and servers in LAN (or equivalent equipment). All ports must be equipped with manufacturer-approved transceivers for LAN connection. The equipment certification statement must be added to the documentation.

	Technical description of the offered equipment - manufacturer and model of the equipment, adding a full technical specification to the offer (can be as a link to the website).

	
	By indicating "Yes" in the corresponding column, it is confirmed that the corresponding requirement is fully met. An explanatory comment can be added if necessary.

	Environmental requirements for equipment operation

	Equipment can be installed in a 19” rackmount 
	

	Encrypted information communication channel interface: SPF+ 10Gbps single-mode
	

	Hardware and software functionality requirements

	Cypher management  possibility  
	

	Interface with CISCO TACAC+
	

	Authorization / autentification function
	

	Provided connectivity to CISCO NCS 540 and servers on SFP+ 10 GbE ports
	

	SRX1500 Juniper Secure Edge software suite (or equivalent*) with Firewall, NAT, IPSec, Routing, Switching. The term of validity of the software license – at least 1 (one) year.
	

	Equipment and software  compatibility (online automatic established interface) with the  ID Quantique QKD encryption keys exchange
	

	Possibility for installation of PQC NIST recommended algorithms for encryption
	

	Manufacturer’s warranty and support (at least 1 year)
	

	
	A numerical value must be specified for the next requirement

	Number of consultation hours included (minimum 60 hours)
	



* see 2.7 of the Regulation. Article "Equivalents"
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