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[bookmark: _Toc183010378][bookmark: _Toc184028831]Introduction
The project of the Riga Stradiņš University (hereinafter - Customer) alumni Relations Management system is part of the university’s strategic initiative to create a strong and unified alumni community, which contributes to the academic performance of the link between alumni, existing students, academic staff and university administration. As well as serving as a communication channel, this system will offer opportunities for career development, mentoring, knowledge sharing and the organisation of various events. The creation of the system is a response to the growing need for a permanent and interactive connection between the university and its alumni, creating a sense of community and strengthening the university’s prestige.
[bookmark: _Toc520710173][bookmark: _Toc182992723][bookmark: _Toc184028832][bookmark: _Toc377657382][bookmark: _Toc378782743][bookmark: _Toc380142619][bookmark: _Toc380151465][bookmark: _Toc392151008]Purpose of the document
[bookmark: _Toc25676443][bookmark: _Toc25676557][bookmark: _Toc25676785][bookmark: _Toc25676898][bookmark: _Toc71602030]The document describes the functional and dysfunctional requirements to be provided by the chosen provider for the solution provided within the framework of the procurement.
The purpose of the document is to define requirements for the implementation of a solution that will provide a system web portal, administration and configuration interface, as well as services to be provided to the selected service provider within the procurement framework before and after implementation.
[bookmark: _Toc182992724][bookmark: _Toc184028833]Terms and abbreviations used
[bookmark: _Hlk500508059]Table No. 1: Definitions and abbreviations
	Term or abbreviation
	Description

	Customer, RSU
	Riga Stradiņš University

	Tenderer
	Possible service provider

	System
	The solution provided that meets the requirements set out in this specification and consists of:
1. Alumni portal.
2. Administration and configuration interfaces.
3. Integrations with the Customer’s existing systems.

	SSO
	Single sign-on (single sign on)


[bookmark: _Toc71602031][bookmark: _Toc182992725][bookmark: _Toc25247551][bookmark: _Toc184028834]System objectives
The main objective of the system is to establish an active and sustainable link between the university and its alumni, creating an environment that achieves mutual support, professional development and a sense of community ownership. The system is intended to serve as a focal point where alumni, students, academic staff and businesses can interact and build contacts, thereby contributing to cooperation and well-being between the university and its alumni.
The goal is also to encourage alumni to engage in university life by offering opportunities to share their experiences and knowledge, participate in mentoring programs and support younger students in their career development. The system will also serve as a resource providing information on career opportunities, events, networking opportunities and other aspects of professional development.
Cooperation between companies and alumni is also promoted within the framework of the system, offering job placement and career development opportunities. As well as maintaining contact with alumni, the system aims to build an environment that motivates and inspires members of the university community to grow and develop together.
The system must provide information and services to students on two communication channels at the same time: the mobile app and the web portal.
The system must be cloud-based, and the system architecture must be scalable.
[bookmark: _GoBack]The contract for the use of the system is planned to be concluded for a period up to 5 (five) years, including all necessary licences, maintenance and provision of support.
Implementation shall take place within 2 (two) months from the date of signature of the contract.
The system must be able to process at least 10,000 (ten thousand) users simultaneously (e.g. by sending notifications to all users simultaneously) without causing system malfunctions.



[bookmark: _Toc182992727][bookmark: _Toc184028835]Functional requirements
Requirements with ID No. FP mandatory to be provided by the system and service provider.
Table 2: General requirements
	ID
	Requirement

	FP-1 
	Homepage functionality
The system must provide a public environment that serves as a home page for information content, advertising, marketing, etc.

	FP-2 
	Social Network functionality
Users should be able to create and maintain contacts with other system members using advanced basic social networking principles, including criterion search.

	FP-3 
	Language support
The system should provide multi-language support so that users from different countries can use the system in their native language. At least support for English and Latvian should be ensured.

	FP-4 
	Content Management system
Content management is an intelligible content/web management system that provides information to users and allows an administrator to deploy content pages and posts.
Content can be published at least to specific groups of users, or even to a specific user.

	FP-5 
	News feed
The system must ensure that the user has a personalized message feed, according to the settings and topics they set.

	FP-6 
	Communication tools
The system should at least provide online messaging, discussion functionality at the news so that users can communicate with each other, share experiences and ask questions.

	FP-7 
	News pages and email marketing
In, you can create and then send news pages (news letters) to the user. You must be able to send news pages to at least the email address specified by the user. The user must be able to sign back (UNSUBSCRIBE) from receiving such or certain categories of messages.

	FP-8 
	Surveys
The system must provide functionality for user surveys. Surveys can be created at least open or for a specific user group.

	FP-9 
	Mentoring support
The system should be able to create and manage mentoring support and programs where alumni can offer their support, knowledge and experience to students and other system users.

	FP-10 
	Job advertisements
The system must be able to place job offers. It can be deployed by system administrators and business people alike.

	FP-11 
	Event management
The system should support the planning and organisation of events, including registration and participant management. It should also be possible to host online events.

	FP-12 
	Online payments for events
The system should provide a secure and easy online ticketing option so that participants can pay for events created or organised within the system.

	FP-13 
	Receiving and managing donations
The system should provide easy donation management to make it easier to receive donations.

	FP-14 
	Fundraising campaigns
The system provides specific functionality for financial fundraising campaigns. The campaign is characterised by at least a separate information section with the fundraising project, purpose, amount required, amount already donated.

	FP-15 
	Management of membership payments
The system should enable the management and provision of annual membership payments.

	FP-16 
	User profile
The system should provide user profile personalization options, for example, workplace, education, interest, collaboration opportunities, offers, etc.

	FP-17 
	Manage users
The system should ensure the management of various user groups, including alumni, students, academic staff and businesses. Users should be able to create and update their profiles and access the appropriate functionality depending on their roles (alumni, entrepreneur, administrator, etc.).

The system must enable a user to assign a role or a specific feature if certain conditions are met, or create user workflows (workflows).

The system must provide at least 20 system administrator-level users.

	FP-18 
	User groups or communes
The system should ensure the functionality of thematic user groups or communes. A group can be open or closed. The group must provide at least its own internal notifications, communication capabilities.
The system shall ensure the formation and management of at least 100 such groups.

	FP-19 
	Customization and visual identity
The system provides functionality to customize the system according to the visual identity of the Customer. Which includes:
1. Topics or themes functionality that allows you to set visual identity colors in a dashboard.
2. Ensure that the Customer can deploy its logo.
3. For different groups of users, the system can provide a different display of information.

	FP-20 
	Administration
1. The administration interface should allow administrators without specific technical knowledge to configure content such as visual identity, etc.
2. Administrators should be able to customize content at all levels, from minor fixes and content changes to deploying it.
3. The administrator interface should enable you to create user groups and add users to user groups.
4. The system should provide functionality that allows different roles and rights to be created so that specific areas of content management are assigned to specific individuals and groups.

	FP-21 
	Analytics and reports
The system should allow reporting of at least user activity, user structure, event attendance, donations and other relevant indicators to support decision-making and system improvement.

	FP-22 
	Mobile Accessibility
The system should be available on both the web version and mobile devices, providing easy access for all users. The system design must be responsive (responsive) to be available from your computer and smart devices (e.g. smartphone, tablet).

	FP-23 
	Mobile app
The system mobile application must have at least the following functionality:
1. News feed – content created and published in the system;
2. Sections – system sections the same as in the web version;
3. Notifications - displayed on a mobile device as push messages.
The mobile app must be available to download at least in App Store and Google play app stores.

	FP-24 
	System updates
The service provider must provide automatic system updates. System update must not affect system operation. The Service provider shall inform the Customer of the planned updates at least one week in advance.

	FP-25 
	API
The system shall ensure the functionality of the API in order to facilitate data management and integration with other RSU information systems.

	FP-26 
	Configurable integration with third-party tools
The system should provide configurable, standardized integration with external tools such as CRM systems, payment gateways, and authentication services.

	FP-27 
	SSO
SSO must be provided with at least RSU-owned ADFS (Active Directory Federation services).

	FP-28 
	Configuring the system
System administration and configuration must be managed from a single system to easily and quickly deploy content across the system (mobile app and web app).

	FP-29 
	Compliance with the requirements of the General Data Protection Regulation (GDPR)
The system should provide users with a clear, detailed presentation of the principles of personal data processing in the system and compliance with the requirements of the GDPR (Regulation (EU) 2016/679 of the European Parliament). The system must meet the requirements of the General Data Protection Regulation (GDPR). 


[bookmark: _Toc182992728][bookmark: _Toc71602038][bookmark: _Toc25247564]


[bookmark: _Toc184028836]Additional functional requirements
Requirements with ID No. PFPs are desirable or additional requirements for which the tenderer may be awarded additional points in the evaluation of the tender if they are provided in the proposing system. For each compliance with the requirement, 2 points shall be awarded to the tenderer. If the tenderer certifies that the specific functionality is provided by the system, the functionality shall be included in the total tender.
Table 3: Additional functional requirements
	ID
	Requirement

	PFP-1 
	Career development opportunities
The system should be able to place placement offers and search for career opportunities with enhanced search functionality. The placement offer can also be deployed by companies. The system should provide an opportunity for interns to submit applications and apply for participation in the internship. The system should provide simplified reporting of registered practices and trainees.

	PFP-2 
	Badges
The system should provide badges functionality that appears at the user profile under certain conditions, such as a member of the alumni association or an active user, etc.

	PFP-3 
	LinkedIn integration
The system enables importing user data from the LinkedIn platform if the user agrees to transfer such data.

	PFP-4 
	Resource Library
The system must have a Customer Resource Library available to users, which can be composed of images, videos, instructions, or useful information.

	PFP-5 
	Online store
The system provides simplified online store management for alumni souvenirs to trade to system users.



[bookmark: _Toc184028837]Non-functional requirements

Table 4: non-functional requirements
	ID
	Description

	NFP-1 
	System environments
1. The production environment system should be provided as a cloud service solution.
2. Your service provider must ensure that the system is automatically updated to the latest version as soon as it is released.
3. The system must provide a test and/or sandbox (sandbox) environment so that the Customer can perform content, functional, or integration testing before placing it in the production environment.

	NFP-2 
	System availability
1. Ensure the availability of the service online 24 (twenty-four) hours a day, with permitted planned breaks (for which the service provider informs at least one week in advance) not more than 1 (one) hour a week.
2. Provide a continuity plan at the request of the Customer, including prevention measures and backup policies.
3. Give at least seven days’ notice if downtime is scheduled.

	NFP-3 
	Backup and recovery of the system
1. The system shall ensure the duplication of data at least once a day or in agreement with the Contracting Authority at other frequencies.
2. Updating of system data shall be ensured at the request of the Customer.

	NFP-4 
	Data export
The Customer has the right not more than once a year to request the export and transfer of all Customer data in the system to the Customer without additional payment.

	NFP-5 
	System performance
1. The system must be able to process simultaneously the workload and maintenance of at least 10,000 (ten thousand) users (e.g. send simultaneous notification to all users) and other users (e.g. academic staff) without malfunction.
2. Loading a webpage does not exceed 2 (two) seconds (90% of the time).

	NFP-6 
	Browser support
The system must be available through the most common web browsers, at least edge, Chrome, Firefox, Safari. The system must support all versions of web browsers released within a year before the latest version and the last version itself.

	NFP-7 
	Minimum safety requirements
1. It must not be possible to bypass authentication and authorization procedures and make unauthorized use of system functionality, access its data or files beyond the amount of access rights granted.
2. Users cannot access information stored in the system by bypassing security control programs, such as at the operating system, file, or database level.
3. The system must have sufficient controls to ensure that confidential information (such as personal data) entrusted to the system during both transmission and storage is not disclosed to unauthorised persons or programmes.

	NFP-8 
	Processing of personal data
The processing of personal data must comply with the requirements of the GDPR (Regulation (EU) 2016/679 of the European Parliament).
The system directly or, when subcontracting, uses cloud computing services that process personal data in EU countries. If the system uses cloud computing services that process personal data outside the EU, the tenderer provides additional assurances about the security of the cloud computing services.
The tenderer must ensure the minimum technical and organisational requirements for personal data protection and ensure a sufficient level of protection and guarantees.
The tenderer must submit a list of the laws governing personal data protection in the tenderer’s country of business if the tenderer’s business is outside the EU.

	NFP-9 
	Security during maintenance
When performing system warranty maintenance and maintenance work, security should not be reduced to allow unauthorized users to access data, functions, and interfaces stored in the system. System improvements must not reduce system security.

	NFP-10 
	Threat protection
The system shall include control of at least the following hazards:
1. Injection vulnerabilities (injection laws)
2. Aborted authentication and examination period Management (Broken Authentication and session Management)
3. Cross site Scripting (Cross site Scripting)
4. Insecure Direct object reference (Insecure Direct object reference)
5. Security error in configuration (Security Misconfiguration)
6. Sensitive data exposure (sensitive data exposure)
7. Function level Access control loss	 (missing function level Access control)
8. Cross site request Forgery (Cross site request Forgery)
9. Use against known vulnerable components (using known vulnerable components)
10. Non-verified redirection (Unvaliated directs and forwards)




[bookmark: _Toc184028838]Organisational requirements
[bookmark: _Toc71602042]
Table 5: Organisational requirements
	ID
	Description

	ORG-1 
	Implementation plan
One week after the start of the project, the service provider must indicate the initial system implementation plan and submit it to the Customer. The implementation plan shall describe the methodology for the implementation of the project with at least the following information:
1. Implementation methodology.
2. Responsibilities and roles.
3. Delivery times and timeline (weeks).

	ORG-2 [bookmark: _Ref71652604]
	Implementation phases
The implementation of the system must take place within 2 (two) months of the signature of the contract. The system shall be implemented at least in the following phases:
1. Environment setup - The Customer receives administrator access to the system.
2. Integration with identity verification systems/tools - The Customer integrates its single sign-on (SSO) for user authentication.
3. System configuration to meet the requirements defined in this specification.
4. Design in accordance with the Customer’s Visual identity Guidelines.
5. Verification of system acceptance by the Contracting Authority.
6. The system starts working.
7. Training and guidelines to ensure that the Customer has all program management tools and information at its disposal.
8. Ongoing engagement - updates, support and assistance.

	ORG-3 
	Schedule of implementation phases
Meet at least the following intermediate stages:
1. Not later than 1 (one) week after the start of the project meeting:
a. Environment settings;
b. Integration with identity verification systems/tools
2. Not later than 4 (four) weeks after the start of the project meeting:
a. System configuration;
b. Integration;
c. Design according to the visual identity of the Customer.
3. No later than 2 (two) months after the start of the project meeting:
a. Alumni system is available.
4. Not later than 2 (two) weeks before the system is put into service:
a. Acceptance testing.
b. Training.

	ORG-4 
	Configuration and acceptance
1. The Service provider shall provide the Customer with the necessary support for the implementation and configuration of the system.
2. The Service provider shall provide the Customer with the necessary support for system acceptance testing.

	ORG-5 
	Documentation
System documentation should be provided as an online resource.
Documentation containing at least the system User Manual, system Administrator Manual, training materials.
Documentation may be in Latvian or English.

	ORG-6 
	Remote support after system start-up
As part of the operation of the system, the service provider must provide remote support (via e-mail or other electronic means of communication) which includes:
1. Provision of helpdesk services.
2. Consultancy and providing of answers in relation to the use of the system.
3. Registering, classifying, and troubleshooting system error messages.

	ORG-7 
	Updates
The service provider must ensure that system updates (functional and security) are delivered during maintenance at no additional cost. The Service provider shall inform the Customer of the planned system updates and submit an updated documentation of the added/changed functionality.

	ORG-8 
	Project manager
The service provider must designate a project manager who will manage the performance of the project tasks throughout the procurement period by the service provider and will be the main contact person for the execution of the project tasks.
Project manager should be available to resolve issues related to the implementation of the system, including daily communication with the Customer, if necessary.
Project manager must be available for the period of implementation of the system until the system is put into service.

	ORG-9 
	Project launch meeting
within 5 (five) working days after signing the contract, the service provider shall organise a project commencement meeting during which the service provider shall provide the Customer with information regarding the system, detailed information regarding the implementation services and the implementation approach, the responsibility and role involved, the project schedule, the principles of project communication, etc.
The opening meeting shall be organised remotely by electronic means.

	ORG-10 
	Progress meetings
The service provider shall participate in regular project meetings (at least every fortnight) during which progress in project implementation is monitored, as well as work issues related to project implementation are addressed.
The meetings are to be held remotely by electronic means.

	ORG-11 
	Meeting format
All meetings, training consultations, etc., take place remotely using Zoom or MS teams communication tools.

	ORG-12 
	Communication language
All meetings, training consultations, etc., as well as documentation and teaching materials may be in Latvian or English.

	ORG-13 
	System Administrator training
The service provider shall provide training for system administrators for at least 2 examination periods of at least 3 hours covering the entire functionality of the system.
The training is to be carried out remotely by electronic means.

	ORG-14 
	Training materials
The service provider shall provide training materials the content of which is adapted to the current situation of the Contracting Authority, as well as planned scenarios for the use of the system.
The training is to be carried out remotely by electronic means.
Training materials may be in Latvian or English.

	ORG-15 
	Additional training and support
During the implementation of the system or after the implementation of the system, the Customer may order additional training and support, i.e. consultation, making adjustments to the system, integration of non-standard solutions, etc., if necessary.
Support is to be carried out remotely by electronic means.
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